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Section | - Introduction

Figure 1 — ADABAS/NATURAL Control and Security without SECURITRE
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In the diagram, the User (A) may access ADABAS files (B) and other (non-ADABAS) files
(C). Each of these comes with its own set of security implications in a typical system.

Before the User (A) uses NATURAL (D) to access ADABAS, the user may have to pass
through the NATURAL SECURITY System (NSS). Access to NATURAL may be inhibited, or
the NSS may disallow execution of the application (E) by this particular user. Access to
ADABAS may be restricted by security logic (F) embedded in the NATURAL application
software itself, by NSS invalidating certain programs, commands, or statements, or by NSS
blocking access to certain databases or files (at compile time).

If access has not been stopped prior to this point, commands are issued to ADABAS (B) to
retrieve the appropriate data. This retrieval may be inhibited by User-Exit-11 logic (TRIM,
TSI's Performance Monitor, provides such logic as an option) or by ADABAS File/Field Level
Security or Security By Value (SBV). If the retrieval is permitted, the requested data is
returned by ADABAS to the NATURAL application program (E). Embedded routines in the
NATURAL program (F) may further limit the user’s ability to process the information retrieved
from ADABAS.

For non-NATURAL applications (G), the SSF may prevent the user (A) from accessing the
non-NATURAL applications. The user’'s access to certain data may be limited by security
logic (H) embedded in the application software. Calls to retrieve non-ADABAS data are well
controlled by the SSF. However, calls issued to ADABAS (B) may be halted by User-Exit-11
logic, ADABAS File/Field Level Security, or Security By Value (SBV). Additional routines in
the application software (H) may limit the user’s ability to process the information retrieved
from ADABAS.

TSI developed SECURITRE to integrate ADABAS/NATURAL Security and Control with the
overall system security provided by RACF, ACF2, or TOP SECRET.

With SECURITRE in place, the process of controlling access to ADABAS and NATURAL is
simplified and centralized. The SSF controls access to ADABAS data at all levels,
eliminating the need for separate ADABAS and NATURAL security control mechanisms and
application security files. The following diagram depicts the new security arrangement.

Treehouse Software, Inc. SECURITRE Administrator Guide 7
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Figure 2 — ADABAS/NATURAL Control and Security with SECURITRE
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Under SECURITRE, a user wishing to access ADABAS data may still do so through
NATURAL or non-NATURAL application software. If the user chooses NATURAL application
software, the SSF will determine if the user is allowed to access NATURAL (D) and its related
system files (FNAT, FUSER, and FDIC) through SECURITRE. If allowed, the user will only
be permitted access to approved applications (Libraries) (E) under SECURITRE control. A
user's ability to Edit, Stow, or Execute may be restricted. This restriction can be applied at
the program level. Furthermore, users may be inhibited from compiling programs that refer to
restricted DDMs. The application may contain embedded security logic; further restricting

access to the data, but this embedded security Iogic* can often be eliminated.

NATURAL issues the appropriate calls to ADABAS (B). If SECURITRE allows the user to
access the ADABAS file and fields in the desired manner, SECURITRE allows ADABAS to
process the call and return the data to the NATURAL application (E) through the SSF. The

NATURAL application's Iogic* may choose whether or not to pass the information on to the
user (A).

The process is similar if the user runs a non-NATURAL application (F). If the SSF allows

access to the non-NATURAL application, calls to ADABAS are controlled by SECURITRE

through the SSF. Access to specific information may be further limited by security Iogic*
embedded within the non-NATURAL application software.

ADABAS Utility execution is also controlled by SECURITRE. For more information, refer to
Section IV.2 - ADABAS Utility Control in the SECURITRE Reference Manual.

* Without SECURITRE, embedded security logic may make decisions such as "can the particular user
have access to a particular screen, have access at a particular time of day, access particular fields, or
view data when fields have certain values?" STRNAT and STRASM can replace most embedded logic
to help put these controls in the SSF.

Treehouse Software, Inc. SECURITRE Administrator Guide 9
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.4 The Functions of SECURITRE
SECURITRE consists of the following components:

e SECURITRE for ADABAS Nucleus modules
» SECURITRE for ADABAS Utilities modules
e SECURITRE for NATURAL modules

» Real-Time Monitor

e STRNAT and STRASM modules

The first three components mentioned above are the primary components of SECURITRE.
SECURITRE for ADABAS Nucleus modules must be used, but the other two components are
optional. Organizations typically implement them in the order shown above.

SECURITRE for ADABAS Nucleus
This function provides security for:

» ADABAS databases
* Files in each database
* Fields in each file

SECURITRE for ADABAS Utilities
This function provides control over use of:

»  Utility programs
»  Utility functions

For each:

» Database
* File

SECURITRE for NATURAL
This function provides control over:

* NATURAL session initialization for the DBID, FNAT, FUSER, FDIC combination
» Applications (i.e., private, public, or restricted libraries)

» All or selected programs for EXECUTE, EDIT, SAVE, STOW, and RUN

» DDM viewing, changing, and referencing in programs

Each of these three components communicate authorization requests to the SSF through use
of a "pseudo-dataset name" to which a user may be granted access by the SSF. These
requests are transparent to application programmers and end users. Note that the
pseudo-dataset name does not refer to a physical dataset, but is merely a label used to
identify a resource to be secured, such as a NATURAL DDM or an ADABAS file.

SECURITRE determines how to generate the pseudo-dataset name based on the parameter
values specified by the site. For example, the Security Administrator may define file 131 on
database 243 as "ADABAS.PROD.REVENUE". The ADABAS Utility ADADBS function for
file 3 may be defined as "ADABAS.UTIL.DBS.RELEASE.F003".

The definition of pseudo dataset names and other definitions and variations are provided to
SECURITRE through a set of flexible macro-generated parameters.

SECURITRE operates in any MVS environment and supports batch and commonly used
teleprocessing systems, including TSO, CICS, and COM-PLETE.

10 SECURITRE Administrator Guide Treehouse Software, Inc.
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SECURITRE has minimal impact on system response time. Through the use of efficient
table mechanisms, SECURITRE can be placed into production environments without any
question of performance.

SECURITRE is easy to install and use because it is reliable, efficient, and comprehensive.

The figure below illustrates how the SECURITRE modules fit into a site's environment:

SECURITRE
Front-end
to ADARUN

ADABAS
Nucleus

SECURITRE
NSI

Security

NATURAL
Nucleus

ADARUN SECURITRE
Module Library
/ Security
T
SECURITRE X SECURITRE
ADABAS User-Exit-11 Program
Utilities Sec:.mty
SECURITRE
Run
SECURITRE
i Other Security
User-Exit-4 s
Dispatcher User-&xit-11 :
P SECURITRE
DDM
Security
1
SECURITRE Other Other
User-Exit-4 User-Exit-4 User-Exit-4 2:;&:: ‘c;n
STRNAT
Application
Security
Key Non-
NATURAL
Application
E = Component provided by Software AG T
STRASM
= Component provided with SECURITRE Agzgﬁflntyo i
= Component provided by user or other vendor

Figure 3 — SECURITRE MODULES

As shown above, the SECURITRE User-Exit-11 to the ADABAS nucleus is the "core"
component of the product. The other components, such as the SECURITRE front-end to
ADARUN and the SECURITRE for NATURAL options, rely on the SECURITRE User-Exit-11
for communication with the SSF. The optional components, such as the SECURITRE
User-Exit-4 Dispatcher, need not be installed if they are not required, as is the case if the site
uses no other User-Exit-4s.

The following sections describe how each SECURITRE component is installed, configured for
use, and fine-tuned for use at the site.
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